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The Digital Freedom Debate 

As with all things, there are two sides to every story. For anyone taking this class it will likely be 

very simple to determine which side of the debate you fall on outside of a few small exceptions.  

Before we get into the two sides of the digital freedom debate we have to establish some 

perspective. First, it is important to realize this is NOT just an issue of some book thief sitting 

behind a laptop in Ohio purchasing your book and then selling it online for money on some 

pirate site. The piracy debate stretches globally and many of the reasons people pirate are issues 

that essentially don't touch us here in American except that we lose money. We will talk about 

some of those issues. We will talk about attempts at legislation and why they failed. Much of that 

will have to do with international markets and issues. It does indeed have something to do with 

you and why you are being pirated. Here in America the piracy battle is a big deal, but piracy 

overseas is a monumental deal and legislation passed here that can be enforced internationally 

would be a tremendous boon to artists, but it is extremely unlikely.  

First remember piracy in the states is around 12-15% of the available market. In other countries, 

the pirate market can be as much as 95% of access and how people get content. Let that sink in 

for a moment. Remember back when TV was free and all you had to have was an antenna to get 

it. Then cable came along and you had to pay for many of the same channels as the industry 

switched over but you could still get those free channels. So if you didn’t want anything else on 

cable why would you have paid for it if you could get your favorite channels for free? In many 

places they have been getting pirated content for so long and so prolifically most people don’t 

even realize it is illegal and in their country it actually might not be.  

Going into this part of the lesson you need to know that while piracy is and can be a criminal 

matter, for the most part it is prosecuted as copyright infringement or intellectual property theft 

and is a civil matter and therefore falls into the same pile of court cases as home owners 

violations, dog bites, fender benders, and other civil matters.  Copyright infringement is most 

commonly pursued on a very small scale by individuals as a civil issue over profits, or on a very 

large scale by companies or whole industries as a civil or criminal issue depending on what the 

infringed party can prove. Meaning, it is very helpful to be able to show you actually lost 

something due to the infringement.  

The legs were cut out from under legislation in most countries a long time ago even though laws 

are on the books in many countries. There are five major international copyright agreements 
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that various countries have signed. Here is the matrix of them: 

https://en.wikipedia.org/wiki/List_of_parties_to_international_copyright_agreements 

Even here in the States there are Supreme Court cases where they ruled that since no actual 

possession was stolen and only "possible revenue" was lost due to piracy that all intellectual 

property cases that were not direct duplication and resale only constituted civil cases, and 

therefore are not considered criminal cases in many states. Details on that in the next lesson, 

remember this is not a law class, I say this to show that in this country we can't even agree state 

to state if piracy matters or not, so it is no surprise that federal and international legislation is a 

mess.  

Here are the details, courtesy of Wikipedia on one of the cases that breaks out infringement as 

NOT theft (source selected for the live links to more information): 

Copyright holders frequently refer to copyright infringement as theft. In copyright law, 

infringement does not refer to theft of physical objects that take away the owner's possession, 

but an instance where a person exercises one of the exclusive rights of the copyright holder 

without authorization.[13] Courts have distinguished between copyright infringement and theft. 

For instance, the United States Supreme Court held in Dowling v. United States (1985) that 

bootleg phonorecords did not constitute stolen property. Instead, "interference with copyright 

does not easily equate with theft, conversion, or fraud. The Copyright Act even employs a 

separate term of art to define one who misappropriates a copyright: '[...] an infringer of the 

copyright.'" 

The court said that in the case of copyright infringement, the province 

guaranteed to the copyright holder by copyright law – certain exclusive rights – 

is invaded, but no control, physical or otherwise, is taken over the copyright, nor 

is the copyright holder wholly deprived of using the copyrighted work or 

exercising the exclusive rights held.[1] 

So the court has clearly stated here that copyright infringement is like someone using your 

bathroom without permission, not someone stealing your bathroom. Therefore as we go through 

this class you will likely get frustrated with how various things differ on whether or not 

copyright infringement is criminal or not. Things like this are at the heart of the debate.  

https://en.wikipedia.org/wiki/List_of_parties_to_international_copyright_agreements
https://en.wikipedia.org/wiki/Theft
https://en.wikipedia.org/wiki/Copyright_infringement#cite_note-13
https://en.wikipedia.org/wiki/Supreme_Court_of_the_United_States
https://en.wikipedia.org/wiki/Dowling_v._United_States_(1985)
https://en.wikipedia.org/wiki/Conversion_(law)
https://en.wikipedia.org/wiki/Exclusive_right
https://en.wikipedia.org/wiki/Copyright_infringement#cite_note-Dowling-1
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The pro-piracy side of the debate is pretty easy to understand.  People want anything they can 

get for free and they will go to obnoxious lengths to get it. If they can turn around and make 

money off those items then even better.  

I have watched dozens of YouTube videos of pirates talking about how and why they pirate. Here 

are the reasons that come up most often: 

1. Why not, they are giving the books away for free anyway. What am I actually 

stealing? 

I have ran across some interesting debate on whether courts are willing to prosecute copyright 

infringement even in civil courts when authors have offered the books online for free due to the 

lack of monetary damages that can be estimated, collected or proven if the pirate is caught and 

even admits doing it. So no answer here, but the free book thing is a debated point. I am not 

saying stop doing free book offers because they negate your ability to prosecute. I am saying as 

often as romance authors in particular use this sales approach it is worth keeping an ear to the 

ground for further developments.  

2. The books are available at the library so what is the difference? 

This is the least legitimate of the arguments I came across (as far as I am concerned) but you will 

hear it if you start reading up on piracy.  

3. No one cares anyway.  

This seems true, the only parties interested in stopping piracy are the industries and individuals 

creating the content and they are sadly outnumbered by the consumers who want the content 

for free. This should not matter, but it does, because it means the number of voices heard in 

protest when anti-piracy legislation surfaces outweigh those creating content as much as several 

thousand to one.  Think about how that works out in sheer numbers. If one author writes a book 

and five hundred thousand people like that book and all want it for free and a congressman gets 

to decide if the one author gets $3 a book or if they can make five hundred thousand people 

happy instead…you see how it can go.  

4. No one will prosecute me.  

The unfortunate truth is for the most part they won't. The only convenient "teeth" in current 

legislation is that companies can (for the most OBVIOUS pirates) "throttle" their internet 

bandwidth. As in most pirates use torrents, which are VERY large files and are easily 

recognizable on an ISP usage report for a single user. No single person (as opposed to a 
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business) has a non-pirate use for torrent downloads that large that often so they are easy for 

internet providers to spot. Service providers can see large file downloads, but they can’t see what 

those downloads are consist of, what they are for, and can’t or won’t disclose it without some 

heavy persuasion from a court. 

It would be really bad business for providers to start releasing download history without those 

court orders so that part is legitimate. The provider cares that they have a notice someone is a 

pirate, but not enough to want to lose that persons business so they will throttle that persons 

internet. Meaning that person can still download a torrent (large file) but instead of it taking 

four hours to download seventy five pirated movies, it will take thirteen days. It's better than 

nothing, but it's still not much.  

5. No one will catch me.  

Also, mostly true.  When someone posts something on a pirate site or in a torrent they have no 

way to hide their IP address and most don't even try. There are programs that will mask an IP 

and there are ways to do it that only take about five minutes and are free but most pirates just 

don't bother. So they upload the file and you can see their IP address. You can go to the WHOIS 

website and see the actual owner of every website and PROVIDER of every IP address and run 

down which provider that person uses. You can then contact the provider with the IP and say 

you have this user who is a pirate. It’s labor intensive but fairly low tech.  

Service providers will not tell you anything about that person, because privacy laws are much 

better than piracy laws. They will take that information and most companies will do nothing 

with it. A few will track the users account and contact them if the downloads continue and 

maybe even throttle service.  My research has shown it typically takes a court order from and 

completed court case to get a user shut down with a service. Then a single phone call to another 

service and they are off and running again and it has to be proven all over again based on new 

downloads with the new service.  

6. No court will bother because I am not stealing anything real and it isn't worth 

the money to try to do anything anyway.  

Unfortunately, mostly true. When you are selling books for less than a few bucks each and have 

given them away for free, thus far, it has proven less than cost effective to try to prosecute. 

Especially, if you lose against a pirate they can often recoup their attorney's fees from you, talk 

about insult to injury. Again, this is not legal advice, and I am not citing case law (at least in this 

section), this is what I have seen from the dozens of videos on YouTube where pirates tell the 
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story of getting caught and what happened when they did. Many universities that catch students 

pirating are making them make videos on what they did and the consequences as part of them 

being allowed to stay in school. Those videos are often posted on YouTube or other sites, they 

are meant to be a warning to others that might pirate. I can’t imagine they have much effect but 

kudos to the universities for trying.  

Many universities are the single ray of hope currently when it comes to punishing piracy. Since 

many student pirates either download on school computers or set up "shadow servers" to hold 

their pirated content on school servers, if caught, the consequences for the students are steep. At 

most universities, the first occurrence gets the student in trouble, completing a punishment of 

some sort, and on probation. Second occurrence results in more punishment and typically a 

three to nine month suspension from school computers. If you haven't been to college in the last 

ten years, completing any class without student portal access is nearly impossible. A third 

occurrence will result in suspension from most schools that have a piracy policy in place. Not all 

do, but it is becoming very popular and with legislation always in the wings that would make the 

company or place storing pirated content liable, universities are a cash cow that would be a 

common target of reparation suits (IMHO) so many have been proactive about nipping piracy 

on campus.  

Moving on… 

Now, all of those things are somewhat true to a degree. However, the argument for free internet 

is not completely without merit. When it comes to things like Fair Use for education and things 

like that most creators are willing to allow some leeway. However, where this comes into play for 

authors is for the benefit of readers.  

Next week I will show you a few of the software types pirates use to pirate books.  As I said 

before, those software have legitimate functions for readers. Here in the US we are OK with 

vendors telling us that we need to pay the same amount for a digital copy of a book that we 

would pay for a paper copy, then when we die or the company closes that digital content we 

bought is lost to us and our descendants no longer own it. Digital books (with most retailers) are 

long term leases if you actually read the terms and conditions of how the site works. For 

instance, if you have a library on Amazon with 1500 books in it and you want your daughter or 

sister to have access to those books you can use the share option but if you pass away and 

Amazon finds out, all those books are lost. Only you as the purchaser have actual rights to read 

or share those books.  



 

© Winter Moon Media and Merien Grey - Do Not Disseminate 

So what if someone gave you free software that would allow you to download all the books you 

have from all the different vendors and convert them to a uniform file type you could export to 

your favorite device. Again, these would all be books you own and paid full price to have. I can't 

speak for everyone, but as an author, I don't have an issue with a reader putting my books on 

their device of choice no matter where they bought it as long as they don't share it to more than 

one person at a time just like they would a paper book.   

I actually don't read many books via electronic version. It just does not appeal to me, and I like 

having the paper copy to show for my money. But, I can fully understand how and why that 

would be a good thing for many readers. Problems arise making readers consider taking matters 

into their own hands when things like company closures occur. For example, last year All 

Romance shut down then those readers no longer had access to the books they paid for unless 

they had downloaded them. All Romance gave readers a total of nine days from their closure 

announcement telling readers they needed to download their collections to closing their doors 

forever and online access no longer existing. This happens anytime a retailer closes.  

Readers can legally own one backup copy of a work for their own personal use. They also have 

what is called right of first sale which means they can sell that book or ebook just as long as they 

don't retain a copy for their own use, just like they would any other book. I get a lot of questions 

on how to resell an ebook. Reselling an ebook seems to be a clear violation of terms and 

conditions for most retailers, but considering the right of first sale premise it is questionable as 

to whether it would be considered illegal. I don’t have the answer for you, only the two sides of 

the issue.  

So for readers, there is value in downloading all your Amazon ebooks, Nook books, etc. into one 

software and it spitting them out in the format you need for their favorite device. With most of 

these programs you can enter your own metadata and change covers to what you want. So if I 

am wanting to build a personal library with my own tags and current covers on reprints (because 

I will be looking for the new cover and don’t want to repurchase on accident or I want them all to 

match) it is only a few clicks to do that.  

As I am sure you have put together by now these software are tailor made to change a cover and 

the author on a book, export it from the program, then reupload to an unsuspecting vendor. 

Poof. That is how you pirate a book. I will show you a video on that in a few more lessons. 

Pirating a book in this fashion is literally four clicks and less than thirty seconds. So do away 

with any thoughts you have about pirating being some sort of technological feat. It is not any 

harder than copying a Word file and renaming it.  
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Back to digital freedom, many places in the world have a cultural norm that says anything on the 

internet should be free. They feel technology should be freely shared with third world nations 

(and while that sounds good we all know the world doesn't work that way for the most part). 

They think books, movies, and music should be free for all to hear and create from. While this 

view is beautiful, if that were the case there would be very little widely shared music, books, or 

movies because it would not be profitable to make them. Many people touting this line of 

thought claim art should be made for art sake and not for money. I have never heard this from a 

person who makes a living from their art.  Remember the numbers thing above about the 

creator needs versus the number of consumer wants? Same deal.  

There are some valid ideas as far as not allowing governments to limit internet content. On a 

large geo-political scale open source internet has done much in many parts of the world to blow 

the doors off government propaganda. One of North Korea's most effective tactics is to limit 

technology and internet access country wide and still release news via government controlled 

channels so with that in mind it is easy to see why many third world countries would be against 

limited internet in any way. Consider the amount of piracy for money that takes place, then 

consider piracy is a very lucrative industry for many countries that does not involve human 

trafficking, prostitution, drugs, or any number of other criminal industries that hurt more than 

someone's pocketbook. Given the choice, I can see why lawmakers in some countries allow what 

they likely consider the “lesser” of many evils.  

The other side of that debate is ours. We wrote those books and we have exclusive right to the 

profits. This part of the argument does not take much explanation. We see it every day.  

There are some other interesting aspects of piracy that you need to know. One is that as various 

pirates move to counterfeiting books, movies, drugs, they move into a much clearer and more 

defined set of laws. So in the coming few years look for creative sources to start trying to jump 

on the wagon to prosecute pirating cases as counterfeiting. You might ask why an author would 

want to do that. In the world of legislation against copyright infringement movie makers and 

authors are coming up against big tech like Google, Facebook, and YouTube so those services 

aren't held responsible for enabling piracy by sharing or storing infringed material. Reread 

that last sentence, it is a lynch pin of why piracy legislation in this country dies.  

BUT, if you make it a counterfeiting issue then you bring big money pharmaceutical companies 

into the fight because they are the number one victims of counterfeiting.  Surprisingly, this has 

lead to them being major proponents of piracy legislation. The US Chamber of Commerce and 

the US Food and Drug Administration are also heavy hitters where this is concerned because 
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they see the damage done to the American job market when various markets are flooded with 

counterfeit merchandise.  Counterfeit merchandise that is, as likely as not, to be dangerous to 

the public health, hence why the FDA cares. Both of these agencies estimate that US businesses 

lose at least $135 billion in revenue annually to piracy and counterfeiting and those numbers are 

a few years old and increasing every year.  

When you start looking at big companies that are fighting any sort of legislation against piracy 

you don't have to look much further than your browser, email, and social media platforms. CNN 

(surprisingly) put out a really interesting series of articles and reports a few years ago on who 

was and wasn't backing internet controls and legislation.  

According to CNN, Google has paid up to $500 million dollars per instance to settle 

accusations of being complicit in online counterfeiting. For instance, Google -- a major 

opponent of the bill (SOPA/PIPA) -- paid $500 million to settle a criminal investigation for 

promoting foreign illegal online pharmacies, possibly endangering Americans' health. So their 

claims that SOPA will "censor" the Internet are self-serving. 

Internet giants including Yahoo, Google, Facebook and the Consumer Electronics Association 

have joined forces to oppose the legislation, which they say would give the government too 

much power to shut down Web sites accused of pirating or counterfeiting content. 

Back in 2012 there was a big push to give some serious teeth to the US government to limit 

piracy. The first bill was the Stop Internet Piracy Act or SOPA (I know it’s an I not an O but that 

was the acronym in all the articles).  The second was the Protect IP Act or PIPA. Both were 

lobbied through the US houses in 2011 and 2012. SOPA would have given the government the 

ability to go after host sites and individual pirates for monetary reparations for infringed parties.  

The Protect IP Act passed in the Senate in 2011, but was muzzled by Democrats in the House 

citing it might "muzzle speech and stifle innovation and economic growth" Thank you Ron 

Wyden of Oregon, not sure how someone infringing copyright and stealing profits from an artist 

will do that, but that was the basis of his argument.  

The Washington Post published an article about a year after the bills died that summed up why 

they died in both houses. The WP and many other sources talked at length how scare tactics 

were used to make sure the lobbyists working on getting the bills tabled pushed only the worst 

case scenarios to lawmakers (as lobbyists will do). They painted a picture of an internet where 

http://bits.blogs.nytimes.com/2011/08/24/google-reaches-500-million-settlement-with-government/
http://www.washingtonpost.com/blogs/post-tech/post/five-things-to-know-about-sopa/2011/11/16/gIQAt4UtRN_blog.html
http://www.washingtonpost.com/blogs/post-tech/post/five-things-to-know-about-sopa/2011/11/16/gIQAt4UtRN_blog.html
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sites could be blacklisted without having a day in court. This was true because the bills both 

included provisions where sites could be taken down after so many take down or cease and 

desist notices until they were cleared in court so that the piracy would not continue.  The case 

was made that this destroyed free internet and would be criminal for the companies that were 

later proven to have been unjustly blacklisted.   

“Inexplicably, and almost overnight, SOPA morphed into a full-on assault against lawful U.S. 

Internet companies,” said Markham C. Erickson, executive director of NetCoalition, a group 

representing Web firms and public interest groups opposed to the law." 

https://www.washingtonpost.com/business/sopa-stop-online-piracy-act-debate-why-are-

google-and-facebook-against-

it/2011/11/17/gIQAvLubVN_story.html?utm_term=.bc1621941b0c 

The other side of the debate was mentioned in the same article. 

“Fundamentally, this is about jobs,” said Michael O’Leary, who represented the Motion Picture 

Association of America at a hearing Wednesday. 

All the anti-legislation points in the article were countered by Rober Levine, an economics 

professor that specializes in internet commerce. He has an excellent book out called Free Ride: 

How Digital Parasites Are Destroying the Culture Business and How the Culture Business Can 

Fight Back.  If you plan on talking piracy with anyone I suggest reading it. He lays out the issues 

clearly and refutes nearly all the major arguments for piracy with solid numbers and research.  

EFF, an online resource that is a forum for digital freedom summarized the demise of the bills 

nicely as well. The bits about non-infringing, political, and other speech are completely 

unfounded BTW.  

These bills were defeated by an enormous online campaign started by EFF and a handful of 

other organizations, which culminated in the Internet Blackout on the January 18, 2012. 

Although the bills were ostensibly aimed at reaching foreign websites dedicated to providing 

illegal content, their provisions would allow for removal of enormous amounts of non-

infringing content including political and other speech from the Web. The various bills defined 

different techniques for blocking “blacklisted” sites. Each would interfere with the Internet's 

domain name system (DNS), which translates names like "www.eff.org" or 

"www.nytimes.com" into the IP addresses that computers use to communicate. SOPA would 

http://www.publicknowledge.org/
https://www.fightforthefuture.org/
http://www.demandprogress.org/
https://en.wikipedia.org/wiki/Protests_against_SOPA_and_PIPA
https://www.eff.org/deeplinks/2010/09/open-letter
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also allow rightsholders to force payment processors to cut off payments and advertising 

networks to cut ties with a site simply by sending a notice. 

https://www.eff.org/issues/coica-internet-censorship-and-copyright-bill 

That last bit would have been a devastating blow to companies selling pirated material so let’s 

look again. "SOPA would also allow rights holders to force payment processors to cut off 

payments and advertising networks to cut ties with a site simply by sending a notice" In plain 

language, that means if a company was pirating your book and you filed suit, they would lose not 

only profits from your sale, but payments from subscribers and ad money as well. Those two 

items are the main sources of income after the pirated books themselves for most sites. Think of 

how much money Google would lose if this legislation had passed, estimates range in the low 

billions, that’s billions with a b.  

Lots of cloud storage companies lost their mind about the legislation because it would have 

meant if users were storing pirated content on their servers they too would be liable. Many 

organizations wrote articles after the legislation died about how, had this passed, it would have 

prevented sites like YouTube from becoming what they are. YouTube that, in part, became 

popular for derivative works and infringed copies, clips, lists, and mashups that are indeed 

illegal collections of work. The other side of that is YouTube might have instead been the same 

site it is but with far more legal content. The argument that it would have kept things like 

YouTube from existing is ridiculous, but it would likely have meant there might be much less 

pirated content on all social media and media sharing platforms like Twitter, Facebook, 

Periscope and others that live stream or near live stream content with the only consequence of 

infringing being that the work might be taken down.   

Current Legislation  

The main legislation for copyright infringement here in the US is the Digital Millennium 

Copyright Act (1998). We will cover it more in an upcoming lesson. For now, here is a link to a 

very good eighteen page summary of the DCMA if you would like to know what it actually 

contains. Dollars to donuts it does not say what you might think. 

https://www.copyright.gov/legislation/dmca.pdf.  

What it does hammer home with no uncertainty is that unauthorized access and unauthorized 

copying are illegal.  
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The last time anyone actually spoke FORMALLY in congress on the issue of online 

piracy was in 2005. It was Marybeth Peters, the then head of the US Copyright Office. 

Nothing has really changed from her presentation. Have a look if you like: 

https://www.copyright.gov/docs/regstat052505.html 

England tried with the Digital Economy Act of 2010 and again in 2017. The 2010 act provisions 

were mostly tabled just as SOPA/PIPA were in the US. However, on April 27, 2017 the 2017 

version received Royal Assent and was passed into law. Of course after the legislation passed 

sites that claim torrents and pirated material aren't illegal once they are out of the country they 

were created in (no longer under home country legislation) were driving people to piracy. Since 

part of the new UK legislation was something called geo-blocking where you physically can't 

download content into a region where copyright laws don't cover infringement, articles like this 

popped up all over saying how it was destroying the internet: https://torrentfreak.com/eu-

copyright-legislation-is-pushing-people-to-piracy-150609/Notice the name of the site :) I will 

explain what torrents are soon. 

As a side note, Canada, home of KOBO, has declared itself a "Safe Haven" country for digital 

piracy. The International Intellectual Piracy Alliance (IIPA) released the following list last year 

of other self-declared "safe haven" countries. So when you are selecting your countries for 

wide distribution on Draft2Digital, Smashwords, etc. you might want to consider this when 

deciding.  

 

If a copyright infringement notice is sent to a host in the above countries the only thing required 

is that the host service receive the notice. There is no punishment for them if they do nothing 
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about it. The majority of known and openly pirate torrent sites are hosted in the counties listed 

above.  

Australia used to have a three strikes piracy law, but it simply died due to lack of enforcement.  

Here is some interesting slang for us to close on. Freebooting, means the unauthorized copying 

of online media particularly on social media, to include live stream sites.  I have seen this term 

applied to books as well since they are freebooted off vendors instead of social media. The 

concept is the same, so you may run across the term or hear it. It is a slang term for the most 

part meaning stolen off social media instead of peer to peer sites.  

Have a great weekend! Until next week… 

Warm Regards,  

Merien 


