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Piracy For Authors - Lesson 3 - How it works and Torrents 

Good morning everyone, 

Here is the part of the class where folks start to perk up. Today we are going to talk about exactly 

how books are pirated and what torrents are. 

I already talked about what digital library software or ebook management software, as it is 

sometimes called, actually is in general already. There are dozens out there but the main two are 

Calibre and Handbrake. Both are available on the internet for free. I am sure there is a joke there 

to be made about them being too heavily pirated for regular retail but I digress… Both software 

are simple to use and very basic. In general, most of them do the same thing. They strip all 

formatting markers out of files and replace them with whatever format you want. As a matter of 

fact, Calibre can and is sometimes used as an ebook formatting software, it is a blunt tool for that 

sort of work but it will certainly do the job. 

In order for someone to pirate your book they just find the file and import it. For someone to 

pirate and resell your book a few more steps are required (sometimes). All pirates do is find the 

base file (ebook) on their computer once it is downloaded (typically from a torrent site or they 

might actually purchase it) to their machine, phone, tablet, etc. Then they import it into the 

software. Importing is very similar to when you import a CD or artwork into iTunes if any of you 

have done that. It is only a couple of clicks (literally three clicks). Then they can make whatever 

changes they like. 

Here are two videos below (about fifteen minutes in total) that cover how Calibre works. Notice 

the organizational menu on the side in the videos. You can change the cover to whatever you 

like, the meta data, the author, font, justifications, even the title and then export into whatever 

file type you select off the menu and poof. Were you a pirate, you would have a new and 

different book to upload to whatever service you like. The videos below are two of the more 

detailed videos. Most videos on how to pirate a book are less than five minutes, some as little as 

a minute and they are how-to videos that are still that short so that tells you how involved the 

process is. It is depressing that it is just that easy. 
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Once the file is exported it can be uploaded to any retail service the same as you, as the author, 

would. 

Below is a good in general how to and the second video shows how easy it is to convert and 

adjust files to whatever you like. 

https://www.youtube.com/watch?v=j43OoJyiNyE 

Here you can see how easy it is to change metadata for any book and reformat: 

https://www.youtube.com/watch?v=cgiasW1Sp0g 

Once he has it on his device he can adjust just about anything in that reformat window. 

What these next two are doing is illegal in the US. BTW. I included these to show how easy it is 

to pirate a book off Amazon. I am telling you straight out, this is 100% book piracy. Please don’t 

go and download all your favorite books. However, when it is this easy you can see why pirates 

might decide regular retail is a joke. 

https://www.youtube.com/watch?v=zzjuYIUqnXo 

https://www.youtube.com/watch?v=t-lcGsdWYrM 

Both of the above sites that these two guys are using specialize in just converting Amazon titles. 

These sites are torrent sites. We will talk about them in just a moment. 

Amazon in particular has a pretty serious book theft problem and has for a while now. Don’t take 

my word for it. Here are just a few articles. The internet has hundreds of complaints, 

testimonials, and other articles outlining the problems. 

http://the-digital-reader.com/2014/12/09/amazon-may-serious-ebook-theft-problem-theyre-not-

alone/ 

https://www.geek.com/mobile/amazon-has-a-serious-ebook-theft-problem-1611158/ 

https://www.youtube.com/watch?v=j43OoJyiNyE
https://www.youtube.com/watch?v=cgiasW1Sp0g
https://www.youtube.com/watch?v=zzjuYIUqnXo
https://www.youtube.com/watch?v=t-lcGsdWYrM
http://the-digital-reader.com/2014/12/09/amazon-may-serious-ebook-theft-problem-theyre-not-alone/
http://the-digital-reader.com/2014/12/09/amazon-may-serious-ebook-theft-problem-theyre-not-alone/
https://www.geek.com/mobile/amazon-has-a-serious-ebook-theft-problem-1611158/
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I admit I am singling Amazon out here because it is the most commonly pirated vendor. We will 

talk about the other major vendors in another lesson as well as revisit Amazon’s issues. 

Something to watch with any vendor is when you go researching their piracy track record is to 

make sure to look up articles that are not written by them or a subsidiary of the parent company. 

The biggest boon to pirates is when people go look up their sites because it drives up their place 

in the search engine results. For instance, if you look up Piracy and Amazon you will see the first 

few pages of articles, all written and posted by Amazon. They are mostly the articles that 

Amazon puts on its author support pages. Since those are the ones people (see authors) access 

the most those are the ones that come up first. Click like page seven or ten of results and see 

what comes up. Normally, you will get a far different batch of information. 

Torrents 

The next thing we need to talk about are torrents. They are the bread and butter of piracy and a 

big part of what makes it possible. If you are going to understand piracy, you have to understand 

(in general) what a torrent is. 

Torrents or torrent sites are ways to send out enormous amounts of information in itty bitty bits 

from various places. It’s like putting a puzzle together with each of your friends giving you a few 

pieces instead of buying the whole puzzle in the box from a store. They are not illegal and have 

various legitimate purposes. There are two types of torrent sites. One is a torrent that is much 

like a regular site without all the regulation and security. People will post and submit files and 

they will all be uploaded on a site and can be downloaded at will, for a subscription fee, or for a 

per file fee. These types of torrents are extremely uncommon. This site looks like a regular site 

but it isn’t. It uses peer to peer sharing and is set up to look like it holds the information itself but 

doesn’t. It’s like a file cabinet full of addresses to each individual file. 

To break that down a bit more, the site itself does not hold any files. They are a big list of 

directions for your computer to go to some other person’s computer to find the file. That is why 

it is called peer to peer sharing. One person has a file on their machine and is giving access to 

any person who wants to use the torrent site to come get that file from their machine. It’s kind of 

like setting up a little free library box in your front yard for anyone to come use only they can 
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only copy the books, not actually remove them. Anytime you see the term peer-to-peer sharing, it 

just means folks are using a go between site to swap files on their personal computers instead of 

going to an actual site to download files. For instance, say you go to your kid’s school site to 

download a field trip form, you are downloading the form from the school’s actual site, not the 

secretary’s home computer. Back to our kinds of torrent sites, remember the first one has fees, 

and is structured. It is a peer to peer site but someone is going to the trouble to make it look like 

a regular site that holds files not directions to other people’s machines (called redirects).  

What is far more common is a peer to peer torrent site. Don’t run away, this will make sense 

soon. When you go to a website and look for data, you click on the site in your favorites or type 

it into your browser, the browser (search page) loads the pretty page that you see and when you 

click on something on that page you are most often actually taken to another site where that data 

actually lives even though it often looks like you haven’t gone anywhere. Otherwise it would 

take a really long time to for the site/page to load with all that content downloading completely. 

That is if all the data lived on one page. Next time you load a page with your browser, let your 

pointer hover over the file address line and look down at your file activity line (the flashing 

line/box normally at the bottom left of your screen that appears while the page loads) and watch 

all the “handshake”, “waiting for”, etc. sites that will run across the bottom of your page, then all 

the ads load, then the comments framework loads. To see this, you may need to leave your 

mouse over the address line in your browser (that’s the line where you see the web address you 

are going to). If you really watch anytime you click on an address you are actually loading stuff 

from dozens of different pages all in one neat package. In a way it is like a Facebook newsfeed. 

Everything in one place but the information is from all different places. 

Peer to peer sharing is when you have a site and all the files that make up the “bulk” of the 

information available on the site are not actually on the site itself. Think of a digital sign post. 

You are trying to find a file and you go to the signpost and find the place you want to go. You go 

(click on the file) and you don’t actually stay at the sign post, you go where it says then get what 

you are looking for. In geek speak this is called a redirect. You are going to a menu and being 

redirected to where the actual file is. Then your computer downloads the file from the computer 

you were directed to NOT the signpost site. Think back to the videos we saw with the guys 

downloading the files. There were four or five sources for each of the files. The torrent “site/ 
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page” was only a digital sign post, those files were on separate people’s computers probably in 

different parts of the world. Think of it like the old signs at crossroads that had lots of different 

arrows pointing to different cities, a torrent site is basically the same thing in digital form.  

If you download a peer to peer file you also risk downloading any junk on that person’s machine 

as far as malware, viruses, etc. It is very “dirty internet” when you download a peer to peer file 

(that isn’t from a legitimate company) there are NO guarantees on what sort of file it even is. I 

can name an executable file “worddoc.docx” and it be any type of file. I can name something 

BookTitle.doc and the actual file be an executable virus and you won’t be able to tell by looking. 

All you would see on a search is the worddoc.docx and not the actual file identifier (the dot and 

letters at the end of a file that says what it is). That is how viruses tend to thrive now and again. 

They don’t normally say virus name dot exe. 

So when people pirate ebooks, they go to a torrent site (and get redirected to some individual 

person’s machine) and by downloading the file from someone else’s machine typically 

permissions wise they become an uploader as well as a downloader. It opens their machine to 

upload and download when you transfer a torrent file. So you become a sharing machine simply 

by using the torrent. Which means if you have downloaded the torrent interface (normally you 

have to opt in and download a plug in, just like when you register for online banking, you have 

to go to their “site” and enter it somehow) then you also become a source machine. So when a 

torrent is built it is a list of these redirects. Pirates click on a file and it downloads. Then there is 

a digital marker for the next person who wants to download from their machine as instead of the 

one they downloaded it from. It is like a big game of digital telephone. This also means in most 

cases every single pirate is complicit in not just downloading the file but of sharing it, making 

the chance of anyone complaining about how it works pretty slim, but it also means each 

individual pirate may only share a book a couple to a few dozen times. That makes identification 

and prosecution very difficult.  

The torrent site is one large digital signpost to all these files and digital markets, that’s it. It does 

not contain any actual data, only a giant list of redirects. That is why when a torrent site is shut 

down it is NO big deal because the programmers setting up the site simply open a new domain 

name (web address) and email the users of the last one with the new site address, copy and paste 
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the list of redirects, and poof they are up and running again. So even to set up a large torrent site 

start to finish takes about two hours (if your coder is slow, about ten to fifteen minutes if not). 

Which is why when I said in a previous lesson that building a database of pirate sites is not a 

super useful thing to do, this is why. Torrent sites can change names daily or even every few 

hours. They can start from scratch at eight am and be back to full speed by eight-thirty and shut 

down again at midnight and do the same thing the next day with it being no problem. 

Remember, all the data on torrent sites is again on individual computers not the site.  So pirate A 

may only have five books on a torrent site on purpose. Pirate B may have three they put there. 

Pirate C may have downloaded twenty so now they have that many books that people can get 

from them. Now, keeping in mind that torrent sites are made up of thousands of files from 

thousands of users and that none of those files are on the torrent site itself imagine how it would 

be to try to prosecute that. If you go after the pirate site all they do is delete the redirect list 

attached to that domain name (website) (in other words they take down the sign post). If you go 

after individual pirates the vast majority don’t upload enough to make them even stand out in the 

crowd. It is like tracking down individual ants in a colony. 

There is no user anonymity in torrents. At least, that vast majority of them don’t bother. You can 

go through a service that hides your IP address but most people don’t bother unless they are 

doing large amounts of pirating (really, really large, think hundreds of thousands of books or 

thousands of movies). So, since you can see the IP addresses, you can track the individual 

computers the files are on. However, the average pirate only has a few hundred or maybe a 

thousand files. It sounds like a lot but consider how many PDFs or Word documents you have on 

your machine or how many books you have on your ereader if you use one. A few hundred to a 

thousand books doesn’t really stand out that much.  

That is the whole point of it being a file from this user and another file from that one. 

Prosecution is very difficult unless the pirate is a very sloppy pirate. It also means if you 

upload/download to a torrent you are susceptible to all the viruses and malware other users may 

be loading. So it may be comforting to know that the people uploading/downloading books are at 

a much higher risk of having their systems hijacked or infected than the average internet user. 

When you have a group of users frequenting a particular torrent or a group of servers feeding 
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files to a particular torrent they are called a “swarm”. When groups go to try to prosecute a 

torrent they are normally looking for a swarm because it is easier to find and track than 

individual files/users who are only downloading one or two files. However, once it is found, 

finding any single part of it with a large enough amount of files to prosecute can be challenging. 

There are some new sites that are using things called “seed files” that change the peer to peer to 

internet to peer. Think signs pointing to individual machines changing to signs that point to 

warehouses that hold the individual machines inside a firewall. These are the next generation for 

torrent sites because if you dump the sign post (delete the front page of the torrent site) the users 

aren’t as easy to track with the “seed” approach. You don’t need to know that for the most part 

but in the next few years you will very likely hear that terminology floating around in articles 

concerning piracy and tech related crime. It just means the site is stepped up enough to be able to 

isolate its users machines in a sort of mobile firewall that goes around each user.  

Here are some good videos on how torrents work. Some are more tech heavy than others. 

(Sort of techy but covers it all) 

https://www.youtube.com/watch?v=OFswNCU5CKA 

(Longer and less techy) 

https://www.youtube.com/watch?v=OYIqiFQBqaM 

(Good mix of common language and not too much info) 

https://www.youtube.com/watch?v=MMnsBJeb0IQ 

This one is from BitTorrent the company that puts out one of the most common torrent software. 

https://www.youtube.com/watch?v=pPOhjmEhWx8 

Wait what? 

https://www.youtube.com/watch?v=OFswNCU5CKA
https://www.youtube.com/watch?v=OYIqiFQBqaM
https://www.youtube.com/watch?v=MMnsBJeb0IQ
https://www.youtube.com/watch?v=pPOhjmEhWx8
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Yep. The company that makes the framework for our “sign posts” is perfectly legal. This is one 

of the companies that produces torrent framework. Here’s why. Pirates aren’t the only people 

who use torrent technology. Every time you do a major software update to a program, social 

media site, your phone, or web browser that information is being pushed out via a torrent site. 

Cloud storage that encrypts your files also does the exact same thing.  

Think about it. Facebook has billions of users and when it has updates to push out to ALL those 

users what are the chances that that mass amount of information having to move wouldn’t crash 

its servers if it has a central update source? Small chance at best, they would have angry 

customers all over the world and the platforms integrity might come into question causing all 

sorts of problems. So torrents are used all the time, Twitter, Google, you name it. As a matter of 

fact, torrent downloads (legal and illegal) account for 43-70% of the daily traffic on the World 

Wide Web. At any given time, across the world there are 15-27 million users downloading 

torrents whether they know it or not. At the end of the day on average that is 195 million users 

daily. So when you consider piracy keep in mind the sheer scope, the anonymity of the users, and 

that in many countries it is the only way people can get content. Piracy is a twenty four seven, 

around the world, two hundred million people a day problem. It’s about far more than ebooks, 

we are a very small slice of this pie.  

However, on the up side, torrent downloading cuts the load on actual servers (remember torrents 

are single machine to single machine) by 80-82% meaning the regular legal websites run faster 

and smoother due to less bandwidth being used. In a way, torrent downloads don’t exactly 

“touch” the bigger internet because they are small scale and don’t often cause crashes for larger 

sites. Think of walking a note over to a neighbor instead of mailing it through the post office. 

The message still gets sent but post office has less work to do that day. Or another way to think 

of it is like grains of sand instead of boulders (made up of millions of grains of sand). You can fit 

a lot more individual grains of sand in a bucket than boulders  

Today we hit on how torrents work and ebook management software. Now you know the long 

and short of how files are converted and moved. Next time, we will talk about Digital Rights 

Management. 
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I think that is enough for now ;)  Until next time. 

Warm Regards, 

Merien 

 


