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Good morning everyone, 

Today we will be talking about DCMA, cease and desist notices, and take down notices. 

So let’s talk about what’s out there and when it all started as far as the rules. The British 

managed the very first copyright law in 1709 with the British Statute of Anne which allowed for 

a short term copyright for publishers.  In the US, the constitution actually has a copyright clause, 

did you know that? It reads “To promote the Progress of Science and useful Arts, by securing for 

limited Times to Authors and Inventors the exclusive Right to their respective Writings and 

Discoveries” (sic sentence case). Things got a bit more serious later on. “Unlawful performances 

and representations of copyrighted dramatic and musical compositions” that were “willful and 

for profit” became illegal in 1897. 

Some authors believe that copyright is guaranteed worldwide based on the law where the work 

was written (as in if it was written in the US, it is covered by US law everywhere). That is not 

the case unfortunately. The copyrights that are protected internationally are such as a result of 

treaties. Like all treaties, not all countries sign them. The first main international treaty 

concerning copyright was the Berne Convention for the Protection of Literary and Artistic 

Works typically shortened to just the Berne Convention. The convention was held in Switzerland 

in 1886. One hundred and twenty-one years and we are still messing with this. SMH. 

The other major international treaty was the Buenos Aires Convention that centered mostly on 

the two American continents. It was held in and the International Copyright Act of 1891 was 

signed in, you guessed it, 1891. The main difference being the term of the copyright was shorter 

for the BA Convention. 

The US Copyright office was officially born in 1897 per congressional mandate. It has passed 

various legislation over the years and has an exceptional website these days. More on that later. 

Fun fact: The US Copyright office is a sub-branch of, that is, it technically belongs to, the 

Library of Congress. Today most of the things we will talk about are products and acts put 

together and submitted to congress by the US Copyright office. 
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The other organization we will talk about is WIPO. The World Intellectual Property 

Organization was established in 1967 and claim they are “a self-funding agency of the United 

Nations, with 191 member states”. I have over a decade in the service as a military intelligence 

analyst and all I can say is the organization IS legitimate but that is one of the more fishy 

descriptions I have ever heard.  WIPO is the self-proclaimed go to organization for international 

copyright issues. Don’t expect anything flashy if you check them out.   

http://www.wipo.int/about-wipo/en/  However, they are a good place to go to start getting a grip 

on who does what copyright law wise internationally. This directory is excellent 

http://www.wipo.int/directory/en/ for determining what the law is in any country of interest they 

claim as a member (member state) and even some non-members. This is important. We will talk 

about why later in the post. 

I am including the introduction to the executive summary to the Digital Millennium Copyright 

Act. If you are planning to dive in and get your hands dirty with fighting piracy I HIGHLY 

suggest you read the whole summary and then the parts of the act that apply to you. The 

summary is less than twenty pages and lays things out nicely. This will give you everything you 

need to know to be able to speak intelligently about the DMCA if a vendor starts telling you 

what your rights are and are not. It gives which sections of the full code most likely apply to you 

and which ones cover which issues. Here is the link, then the short executive summary which is 

directly from the DMCA. 

https://www.copyright.gov/reports/studies/dmca/dmca_executive.html 

The Digital Millennium Copyright Act of 1998 (DMCA) was the foundation of an effort by 

Congress to implement United States treaty obligations and to move the nation’s copyright law 

into the digital age. But as Congress recognized, the only thing that remains constant is change. 

The enactment of the DMCA was only the beginning of an ongoing evaluation by Congress on 

the relationship between technological change and U.S. copyright law. This Report of the 

Register of Copyrights was mandated in the DMCA to assist Congress in that continuing 

process. 

http://www.wipo.int/about-wipo/en/
http://www.wipo.int/directory/en/
https://www.copyright.gov/reports/studies/dmca/dmca_executive.html
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Our mandate was to evaluate “the effects of the amendments made by [title I of the DMCA] and 

the development of electronic commerce and associated technology on the operation of sections 

109 and 117 of title17, United States Code; and the relationship between existing and emergent 

technology and the operation of sections 109 and 117. . . .” Specifically, this Report focuses on 

three proposals that were put forward during our consultations with the public: creation of a 

“digital first sale doctrine;” creation of an exemption for the making of certain temporary 

incidental copies; and the expansion of the archival copying exemption for computer programs 

in section 117 of the Act. 

Part I of this Report describes the circumstances leading up to the enactment of the DMCA and 

the genesis of this study. Part I also examines the historical basis of sections 109 and 117 of the 

Act. Part II discusses the wide range of views expressed in the public comments and testimony. 

This input from the public, academia, libraries, copyright organizations and copyright owners 

formed the core information considered by the Office in its evaluation and recommendations. 

Part III evaluates the effect of title I of the DMCA and the development of electronic commerce 

and associated technology on the operations of sections 109 and 117 in light of the information 

received and states our conclusions and recommendations regarding the advisability of statutory 

change. 

If you opt not to read the whole executive summary, at least go in and read the First Sale 

Doctrine (Section B) and go find section 109a of the act on the website. This is going to be very 

important as the idea of reselling ebooks gains more force in the forums and the market over the 

next few years. That issue is just now starting to find traction. 

So let’s start. A pal sends you a ping that they found your book on a pirate site. So what now? 

First, you go to the website and find your book. DO NOT DOWNLOAD, OPEN, CLICK ON 

etc. your book. Just make sure it is actually there, or more importantly, looks like it is there, the 

impression of it being there is enough for you to send a notice, you don’t need to open it, and 

take a screen shot or photo with your phone as long as you can read the entire website in the 

website line in the top of your browser it’s enough. You will need a record of the address of that 
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webpage that needs to be removed. You don’t need to know what file type, etc. Just the page it is 

on. 

Next, look around the website, normally in the super tiny print at the bottom you will find a 

contact us link or tab. You are looking for a copyright contact. If there isn’t one of those look for 

a legal department. If there isn’t one of those email customer service and ask for legal AND a 

copyright contact. You may or may not get one. 

This site is excellent. http://www.patent-trademark-law.com/copyrights/plagiarism-take-down-

stolen-content/cease-desist-dmca-takedown/ It has one of several excellent guides available on 

the internet that talk about each step in the process. If you are a purist, as this site points out you 

have three entities you want to go after for each copyright: the owner of the site, the host of the 

site, and the search engine that is carrying the site. You can even throw in the individual pirate 

for good measure. 

However, the easiest thing to do is to just work with the site to get it taken down. Nailing all four 

of those parties is great, but it is time consuming and not necessarily good for one’s mental 

health to be that thorough.  I personally would go after the site and then maybe send something 

to the search engine. My goal is to get the pirated copies off the internet, lower how high the site 

is in search rankings, and drive people to paid sites. I am not going to stop piracy or even make a 

dent so I will control what I can and move on with my sanity intact. You may decide that going 

after all four is what is right for you. There is no wrong answer here, only personal choice as to 

what is right for you to pursue based on time and effort required. 

As you look for the folks mentioned above, keep track of the names. If none of them specifically 

mention or say something like copyright contact, copyright liaison, DMCA agent, DMCA 

executor, or something along those lines the go to the copyright office and see what you can find 

there. You need to find the DMCA agent or contact listed with the US Copyright office, in a 

perfect world it matches whoever the site gave you as a contact. Here is the link 

https://www.copyright.gov/dmca-directory/. 

If you still have no luck you can try a WHOIS search http://www.internic.net/whois.html. This 

should give you who owns the site and an address but there is no real penalty for lying to 

http://www.patent-trademark-law.com/copyrights/plagiarism-take-down-stolen-content/cease-desist-dmca-takedown/
http://www.patent-trademark-law.com/copyrights/plagiarism-take-down-stolen-content/cease-desist-dmca-takedown/
http://www.patent-trademark-law.com/copyrights/plagiarism-take-down-stolen-content/cease-desist-dmca-takedown/
https://www.copyright.gov/dmca-directory/
http://www.internic.net/whois.html
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WHOIS that I have seen when you give vague or even false information to a webhost. This 

database contains the information that users give the webhost when they sign up for a site. It 

does at least have to match the billing information provided. However, for most hosts, you can 

pay a little extra and they will give the name of a webhost company contact for the contact on 

here so you as the actual owner don’t have to submit your information. So you may or may not 

find something here. These reports can be a bit hard to read so I would make this my last source 

of information but that is just me. Most people can read them easily enough with a little effort 

and practice they just aren’t as user friendly as the other sources of information. 

There are several sites that various law firms, marketing firms, and other sites provide, which 

give step by step direction on notices, most are free which means you are trading something for 

using that site whether you know it or not. Most likely, they are advertising for an attorney site or 

you are picking up a cookie that tracks your internet activity and gives it to the marketing firm 

that runs the site. Some are malicious and some are not. I am not all that big on risk so I prefer to 

stick with the copyright office. That call is also totally up to you. 

Once you search the USCO website, if a site has an agent appointed it will come up and be in the 

following format: 

Service Provider: Legal Name of Owner and Legal Address of Owner 

Designated Agent:  Position of Agent in the Company 

Mailing Address for the Company 

Phone Number for the Company 

Email for the Company 

Status for the Agent Submission and the Effective Dates of this Appointment 

 This is all the information you should need about the site for your notices. 
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Next you need to determine if you need a takedown notice or a cease and desist. You won’t send 

both to the same person and sometimes not even the same company. It is up to you though. I am 

not telling you what to do here. Only what the copyright office intends by the two notices. So in 

VERY general detail, here is how it goes: 

Cease and Desist notices go to the site (when the site itself has uploaded your book) or the 

person uploading the books if you can locate the actual pirate. 

The Take Down notice is for a site that a third party has uploaded your book to and they didn’t 

know that person was not the legal copyright holder and for the search engine to take the site or 

page down or at least dock its search ranking. Each page on a site has a specific address so a 

search engine has the capability to block individual pages without blocking the entire site. 

Which form to use will depend entirely on your situation and what the best approach is for you. I 

am not giving you legal advice in any way here. The link to the lawyer’s page above has some 

good sample verbiage for the letters required for both. I don’t endorse this company and have no 

clue what sort of customer service they provide. All I know is they have a good website so please 

don’t take this as me encouraging you to patronize this or that specific website. I am sharing the 

more complete templates I have found, which site there are actually on was not something I was 

considering so I encourage you to research any attorney you select fully 😀 So many disclaimers 

in this part… 

The US Copyright office does not offer templates for either notice but several law firms and 

various legal forms programs do. Also, note that you don’t have to have a registered copyright to 

file either notice (thank you Sarah Hawkins, https://sarafhawkins.com/how-to-file-dmca-

takedown/) Ms. Hawkins also provides a template. Like I said there are many, many templates 

out there and the contents are lined out pretty clearly by statute in the Copyright Act so they are 

all very similar if not the same. 

Some websites will have their own portal for you to file notices through. So if you run across 

those they are a thing and are fine, but it is up to you if you want to mail it in as well. I can’t tell 

you if one is more effective than the other. That will be your call, the same as which template to 

use, and which notice to send where. If all that feels like too much then PLEASE go find an 

https://sarafhawkins.com/how-to-file-dmca-takedown/
https://sarafhawkins.com/how-to-file-dmca-takedown/
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attorney and let them look your templates over and make sure your notices are complete and 

correct. In most places you can get an hour of an attorney’s time anywhere from a free 

consultation to upwards of a grand an hour. For me personally, my experience has been that a 

good attorney who knows a little bit about copyright infringement will run about $300-$400 per 

hour. So I put everything together, at least as together as I can, and take it in and get my forms 

checked so all I have to do is plug in the website, evidence, and person or company I am sending 

the notice to. 

Most attorneys can look at a template take down notice and cease and desist and tell you if you 

have it right and for some that will give you the confidence to go forth and fight pirates on your 

own. Others may want to set up a standard fee for the attorney to send the notices for them. 

Others may take another route and see if the attorney is willing to forward completed notices (for 

a fee of course) so they are coming from the law office instead of the individual. All are equally 

doable options. There is no single way to do this as long as the items listed in the copyright act 

are all there the rest is up to you. The form itself is pretty straight forward but I would encourage 

you to do some research and decide what type of process you are comfortable with. What you are 

comfortable and confident doing may change as you do more. 

I know I keep hammering on this but I am not giving you legal advice. I am telling you to find a 

process that works for you. Whatever your process is, once it is in place, it needs to not be time 

consuming, and you need to be able to keep your sanity if you get ignored and can’t get 

something taken down. 

One final quick note on where to send these, when you are trying to determine where to send an 

international copyright notice a good place to start is that WIPO directory I talked about earlier 

in the post. Foreign countries may or may not accept or care about a US DMCA notices, 

especially if they have their own. You may need to do both, I would definitely consider having 

an attorney take a peek if you are sending things to other countries. 

To submit these properly you may also need to engage the services of a translator. The expense 

for that can be small or exorbitant, depending on how common the home language of the country 

of the violation is in this country and how professional a translator you want. I have a pal that 
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translates German via Craigslist ads for Starbucks cards so he doesn’t have to put it on his taxes. 

He actually does an excellent job but I only know that because I know him. For the little bit you 

need that sort of deal might work. I also know translators that are paid several hundred dollars an 

hour depending on the language they speak because they are on call for hospitals who have 

foreign patients. University websites that have strong foreign language or foreign exchange 

programs are another good place to look. Then there are boards all over the internet for 

translation services. Or…you could brave it out with Google. 

You have lots of options there, but the WIPO site can normally give you a good idea what to do 

and where to start. If you email the offices in some countries and say you are trying to comply 

with their rules some will have English speaking employees that may be able and willing to help. 

It depends on how broadly English is spoken in the country you are contacting, the political 

climate, etc. However, don’t waste money on a translator until you ask. You just never know. 

So you send out your notices and then what? Sometimes the page will get taken down, 

sometimes the vendor will pull the book, sometimes you will get a return letter regarding 

damages, sometimes you will get nothing, sometimes nothing at all will happen. How 

companies, vendors, and individuals respond to your notices is a complete crap shoot and how 

far you want to push the issue (you can go as far as actually suing them) is totally up to you. 

Depending on your comfort level, knowledge, and willingness to spend time and money you 

should be able to determine your process. Also, having an attorney you can chat up about this 

will never go amiss. 

So you have your process in mind, you know how you want to handle it, and you are ready to go 

forth and do battle with pirates. So if people don’t publish lists of pirate sites how do you find 

your books when they have been pirated? You use a service that searches the internet for your 

book in all its formats and forms and gives you a list of all the copies it finds as often as once a 

day if you like. Friday we will talk all about as many of these services as I know about :D Enjoy 

your week! 

Warm Regards, 

Merien 


