
Good morning everyone! 

Today we are going to continue our discussion on how to get a handle on where your book is 

being pirated. Like most aspects of this there is no single correct way to go about it. You are 

looking for a process that works for you. What is right for you will depend on how much time 

you want to spend (or have someone else spend), how much money you want to invest, and how 

much work you have to protect. 

First, again, you don’t have to have a registered copyright to pursue getting your work removed 

from a pirate site or from a non-pirate site someone else has uploaded your work to. However, 

the more paperwork you have showing you are indeed the owner of the copyright of the work the 

better. You can copyright your work yourself through the U.S. Copyright Office for $30 or $35 

per work so it may or may not be worth it for you. Also, for many vendors anyone can submit a 

DMCA notice. Meaning a pirate could actually submit your legal copy of the work as the pirate 

copy and get yours removed from the vendor completely and you might or might not be able to 

do anything about it so the more documentation you can amass showing ownership the better as 

far as I have seen. That is my personal opinion, but for the money, I can’t see how it would not 

be worth it. 

If you wish to copyright your work the US Copyright website is easy to navigate and download 

what you need from it. Here is the site again. https://www.copyright.gov 

This link is to the US Copyright Law, all of it, so that if you ever need it you have access to see 

for yourself what it says. https://www.copyright.gov/title17/ 

Here is the link to how to register (that is what it is called when you file for a copyright, you are 

registering it) a copyright for all things literary: https://www.copyright.gov/registration/literary-

works/index.html 

So we are assuming you have already made your decision on whether or not to register your 

copyright and are down to trying to find pirate copies of your book and make them disappear. In 

my opinion, the easiest way to do this is to let someone else do it for you. However, that will 

come at a cost, maybe a little, maybe a lot. There are several services out there that help with 
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this. Each day, every couple hours, once a week, or whatever you select depending on the service 

you use, these services run an internet wide search and provide you with all web addresses 

selling copies of your book. As in they provide you with a list of websites that you have not said 

have rights to sell your book. 

All these sites work generally the same way. You set up an account, post your books in an 

account setup or profile, you list where you have them legally for sale, and some other general 

information about them so the searching company does not pull up legal copies of your book. 

You are paying for these reports after all so a legal point of sale hit does you no good and wastes 

everyone’s time so you list all the vendors you have uploaded to in detail. Once you have the list 

of places you didn’t upload your book to you can go forth and send notices to your heart’s 

content, or for a considerable fee some of these sites will send the notice for you (in your name). 

Below are some of the main sites authors use. I polled about three hundred authors to see what 

they use and how they liked the various services. My results are below but we need to break out 

some differences in general service types before I lay out the vendors. 

When you search anti-pirate sites on the internet (once you get past the actual maritime type of 

pirates) there are two other types of services to know about so you don’t get confused. There are 

the DRM services like Editionguard that almost look like they are protection services with 

marketing slogans like “Protect your ebook from Piracy”. 

https://www.editionguard.com/blog/protect-your-ebook-from-piracy/.  

These sites are different types of DRM that you can purchase to upload into your ebooks. 

Remember I said DRM comes in lots of flavors, you are always paying a subscription fee for 

DRM even if you don’t know it. Sometimes, if you are indie and want to pick your DRM 

(vendors like Amazon won’t give you a choice concerning which one is used) then you can. This 

is one of the ADOBE variants. It has nothing to do with finding pirate copies of your books, you 

might have to dig a bit to figure that out when you first start searching for a service. 

The second main thing to watch for is sites that offer to register your copyrights for you and call 

it protection. These are legitimate sites that charge anywhere from $50 to $500 to file that $35 

copyright you can file all by yourself with the USCO with about a half hours work. The USCO 
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has a great checklist and even some great corny videos to show you how. I encourage you to at 

least try to file your own before you resort to one of these sites. You can even call the USCO, 

they will walk you through it. If you can’t tell, I find the rates these type of services charge for 

what they do downright criminal. When you are looking for copyright assistance make sure the 

site isn’t simply offering to register your copyright for you at an exorbitant fee. 

Back to our actual services. I can’t recommend or endorse any of these because they are all 

optimized for different things. All of the services I mention offer a free trial period. I encourage 

you to check them all out and see which one is most comfortable to you. After the free trial, fees 

range from $7 a month to up to $300. The fees are all tiered pricing for all vendors. In general, 

all the companies base their prices on how many copyrights you wish for them to search and how 

much you want them to do with the list they come up with.  

Someone with a ten book backlist will have a much lower fee than someone who has an eighty 

book backlist. The next thing is how often you wish them to run the searches for you. Some 

people may have a personal assistant to send notices so they just need the list or they may wish 

to pay more and have the company send the notices. Some authors may do it themselves and a 

list once a month will contain more sites than they will possibly be able to contact. Some 

services have packages where they will send out notices for you for a fee. Some offer unlimited 

notices sent for a flat fee. You will need to look them all over and see which one you prefer if 

you wish to use one. The best deal is completely based on what you personally need. It will be 

different for every author based on their specific situation. That means don’t let a buddy tell you 

what site you need to use unless they are in the nearly exact same place you are as an author 

(backlist, business plan, finances, etc.). There are several variables that are specific so for this 

decision you are sort of on your own since it is so personalized.  

The unofficial report (at the time of my surveys last fall) on the main services is MUSO offers 

the best all-around product and service but is also about three times the price as DMCA Force. 

Of the authors I spoke with, the bigger names with large backlists seem to favor MUSO even 

though it is more expensive. They said the interface was easier to follow and manipulate as the 

authors wanted to when it came to changing parameters as they learned exactly what they needed 

to do. The DMCA Force had good reviews among authors but did not have as many bells and 



whistles as MUSO. The cost for each of these for most of the folks I spoke with ranged from 

around a hundred a month for DMCA Force for up to 25 works to around three hundred a month 

for that same thing with MUSO which included notices being sent. Again, the specific settings 

and number of works can affect the cost dramatically. To save some time I went to each site and 

copied in the short bio, website, and terms if I could find them. 

First up, MUSO: https://www.muso.com/ 

MUSO is also the name of their online piracy magazine which (at least for the last six months) 

has proven interesting reading. https://www.muso.com/magazine/ 

As to MUSO pricing, you can protect an individual book for $7 a month. Which means you 

might take your favorite trilogy and give it a go for a few months and see if you find it worth the 

money. They also offer package protecting multiple books or all the books by an author for $260 

a month (the site wasn’t very clear on the multiple v. all pricing). I am not sure what that entails 

since from this point you get a personalized quote as it gets into exactly what you are looking for 

(which will vary from author to author). The interesting thing is you can monitor your titles for 

free without paying for actual protection. You can cancel with the site anytime and they claim no 

hidden charges. I found that funny because I can’t imagine a company claiming they have hidden 

charges. 

Here is their biography – MUSO collects data from billions of piracy infringements every day to 

help entertainment companies and rights owners see a bigger picture. With an unrivalled data 

platform, digital content database covering 196 countries, millions of measured devices and 

billions of piracy pages continuously tracked, MUSO empowers entertainment companies and 

rights holders to win against digital piracy. Clients can easily discover the total extent of piracy 

using a unique data set and build better intelligence to protect their digital content more 

effectively, as well as connect with audiences to unlock new revenue streams. 

The company was founded in 2009 and headquartered in London to solve the growing market 

challenges from piracy and unlicensed consumption for anyone wanting to exploit their IP rights 

online, whether that’s music, film, TV, publishing or software. Since then, the company has 
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experienced explosive growth in the entertainment sector and has since expanded with over 35 

staff across offices in London, Paris, LA and Eastern Europe. 

In closing on MUSO, I find the claim in the bio about monitoring billions of pirate sites a bit 

over the top because there are lots of them but billions sounds a bit much, unless they are 

counting each peer to peer user, which is puffing it up a bit, but who knows for sure. 

DMCA Force – https://dmcaforce.com/ 

DMCA has a complex pricing strategy (which is good in this case) They have plans for small 

backlist authors, large backlist authors, small to mid-sized companies and even publishers. 

https://dmcaforce.com/?page_id=3792 For most authors the $65-$100 a month will likely work 

just fine. Something to note is that while MUSO has offices in the US it is based overseas, 

DMCA Force is actually based here so if you need to call and ask questions on occasion how 

often you want to speak with a live human may make this a factor for you. 

DMCA Force was a little less verbose with their bio – DMCA Force helps you fight back against 

content theft. We scan the web twenty-four hours a day for unauthorized uses of your content. 

When we find it, we send DMCA takedown notices on your behalf to make sure your content is 

removed quickly and efficiently. 

Guardlex – https://guardlex.com/ 

Only a few folks were using Guardlex, it seemed like it was new on the market but it actually 

isn’t. If you search for it make sure you get the L after the guard, otherwise you will stumble 

across pool services and a copyright registration service instead. Guardlex offers on demand 

unlimited DMCA take down notices. For $100 a month, you can have them send as many as you 

like. They have a curated service as well that handles all sorts of other peripheral things as well 

as notices for $180-$300 a month. The only drawback is that is only for one product. Since 

authors were actually using this service I suspect there is some way to have “one product” cover 

more than one book but to be honest, I found nothing on the website that said that.  Guardlex 

does offer some neat features like 24/7 live service. They are also a US based company calling 
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Brooklyn, NY home. I called at 9pm Pacific one night just to see and was told no one was 

available to take my call so I am not sure how valid that claim actually is. 

Guardlex bio – Guardlex has been offering DMCA services since 2009. For the past years we 

have accumulated priceless experience and send more than 1,000,000 DMCA takedown notice. 

We helped people to protect their content from online piracy, remove personal photos and video 

from web, fight illegal copies of apps on torrent trackers and much more. Our experienced staff 

will professionally assist you and answer all your questions before we proceed with DMCA 

takedown. Our experience covers Enterprise level solutions and personal requests, where speed 

and effectiveness really matters. Ask our DMCA experts for assistance now, trust our experience 

and stay protected as thousands of our other clients! 

TakedownCzar – https://www.dmcatakedownczar.com/enterprise-solutions 

I have heard of this company from a few people, but they had absolutely nothing to offer on the 

internet information wise and I found little to say whether they are a scam or legitimate. If you 

are interested in them, they have several contact forms. I didn’t miss them. I just didn’t find 

much. 

You don’t have to go with a service. And you don’t have to have all your books in a service. 

These services are not exclusive. You could have your older backlist in a cheaper service and 

only your last few releases in the more expensive service. What is right for your business and 

you as an author is what’s right. 

I am not a fan of Google and their high handed tactics when it comes to harvesting user 

information and data. However, in this case it will work for you. You can go into the Google 

search engine and set up alerts and every time your book comes up for sale you will get an email. 

Google also has something called Google Blasty. This is VERY important because even if you 

do get your book pulled down from a pirate site it won’t help all the other authors on a pirate 

site. The BEST and EASIEST way to fight a pirate site is to drop its ranking on the search 

engines. This is called their SEO or search engine optimization rating. Think about it. How many 

times have you gone past the third page of search results to find something? The more legal hits 
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on your books you can put in front of a pirate site the less likely someone is to find it on the 

pirate site. So Google has program called Blasty that literally lets you blast away pirate sites 

from the search ratings. https://www.blasty.co/ This was free until last Fall when it came out of 

Beta testing. Here is the pricing structure: https://www.blasty.co/pricing/yearly However, at $13 

a year for all the bells and whistles you will be hard pressed to find a better deal. 

The way it works is you plug in what you want it to look for and it pulls up a list of hits but 

instead of a regular search engine results list this one has a little button along the side of each hit 

that says Blast! If the hit is a pirate hit, then you hit the button, and it will no longer appear in the 

search results. It’s brilliant and for the money you certainly can’t beat it. 

Other places you can find pirate copies are on eBay, especially when folks are selling ebooks. 

People only have the right to resell their own personal copy of a book. So unless an ebook seller 

is you or one of your vendors they are likely selling pirate copies. Most regular folks aren’t going 

to have more than ten legal copies giving them rights to resell more than ten so if you search and 

look for any seller that has more than 10 copies available for sale those folks are easy to spot. 

Email the seller and ask (if you have an eBay log in). Every eBay listing has a report listing link 

along the bottom right side if you scroll down and look for it. It’s in tiny print but it is there. I 

have reported several books that I know for a fact the authors (normally close friends of mine) 

have not authorized legal resale of ebooks on eBay. They were taken down accordingly. 

Doing a simple internet search for places to buy your book will often provide your first taste of if 

your books are being pirated or not. But that opens you up to all sorts of dirty internet so do that 

with caution. PDFs are the most commonly pirated file types so when you search for your book 

make sure to search by book title PDF, book title MOBI, book title DOC, book title DOCX, 

book title EPUB, and any other file type you can think of. 

Amazon is also a good place to look for pirate copies. How is that you might say, I sell my books 

there, how can anyone else? Know that Amazon can act on any DCMA notice so if a pirate 

downloads your book, changes the cover, reuploads it with all different metadata and then sends 

a DMCA notice for your legal copy claiming you are the pirate Amazon may take your book 

down and leave up the pirated copy if you don’t intervene with proper documentation. You can 
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look for various Editions, alternate covers, etc. basically any copies you did not post. You can fix 

this but it takes time, effort, stress, and you most likely won’t get the royalties back that you lost 

in the meantime. So put away your righteous indignation (even though it is perfectly appropriate) 

and do what you need to do and move on.  

That will do for today, next week we will talk a little more about the individual vendors and 

some other odds and ends. Next post will be Tuesday and then Friday we will have our last post 

with recommendations for what you can do for your business to fight piracy while keeping your 

sanity intact. That last post will also have a list of advocacy organizations. 

Have a great weekend! 

Warm regards, 

Merien 

 


